Cyber Security Guidelines

There are simple steps you can take in order to better secure your online information,
namely:

Never click on a link in an email or advertising from an organisation requesting that you provide
them with personal information;

Scrutinise the URL (internet address) behind the link. Often in phishing attempts,
- if you hover the cursor over the link, it has nothing to do with the actual company
represented;

Use a strong and current anti-virus software. Keep the software up-to-date.
- This software works to block viruses from entering your system and is the single most
important step you can take;

Keep your operating system up-to-date with the latest security patches
-These patches are designed to block-off vulnerabilities in your system and are often generated
in reaction to actual frauds and security breaches;

Change your passwords often
- Even if your financial institution doesn’t require it, it is a good practice to

change your passwords at least every six months;
Don’t use the same ID and PIN/Password for every online account you have;
Never disclose or share your login credentials with other people or organisations;

Do not store your ID and Password information where others could gain access to it.
- It is best not to write the information down next to your computer either;

Take advantage of security tokens or Multi Factor Authentication, which provides a unique,
one-time-use password, each time you access your account;

Set up additional password requirements, or activate any SMS and/or email alerts on your
accounts which provide balance alerts and notify you when withdrawals are made from your
account; and

Be extra conscious when accessing information via a public wireless network.
- Accessing sensitive information (or any website) over a non-secure network simply leaves the
door open for fraudsters.

It’s true that there is no such thing as a foolproof system, particularly with new scams and

viruses being developed every day. However, maintaining a healthy vigilance about your

personal information means you can do business online with greater peace of mind.

For more information about online frauds, check out the Australian Competition and

Consumer Commission’s excellent website ‘Scamwatch’ (https://www.scamwatch.gov.au)
or visit the website of the Australian Cyber Security Centre (https://www.cyber.gov.au)



